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Executive Order on Validation, Verification and Disclosure of Domain Name Registration Data1)

Pursuant to Sections 11(8) and 32(3) of Act No. 434 of 6 May 2025 on measures to ensure a high level of cyber security (NIS 2 Act), the following is stipulated:
[bookmark: Anvendelsesområde_og_definitioner]Scope and definitions
[bookmark: §_1]§ 1. This Order applies to TLD name registries and entities providing domain name registration services covered by the NIS 2 Law.
[bookmark: §_2]§ 2. For the purposes of this Executive Order:
1) Syntactic validation: Ensuring that data is properly formatted across input fields.
2) Operational verification: Ensuring that collected contact information is functional and enables contact.
3) Identity verification: The collection and validation of information about a registrant to ensure that the registrant is who the registrant claims to be.
4) Electronic identification: Personal identification data in electronic form that uniquely represents either a natural or legal person or a natural person representing a legal person.
5) Point of contact: A natural or legal person who has been entrusted by a registrant with the responsibility of managing a domain name on the registrant's behalf and who can perform all actions relating to a domain name, including changing domain name registration data, renewing the domain name, or transferring the domain name to another party.
6) DNS abuse: The use of a domain name as part of a botnet, used for phishing or pharming, or used to spread malware or spam when spam acts as a delivery mechanism for botnets, phishing, or pharming.
7) Legitimate access seekers: A natural or legal person who makes a request under Union or national law to access non-publicly available domain name registration data, including personal data.
[bookmark: Validerings-_og_verifikationsprocedurer_]Email address or phone number validation and verification procedures
[bookmark: §_3]§ 3. Without prejudice to paragraph 5, when registering a domain name, TLD name registries and entities providing domain name registration services shall ensure that the registrant's contact email address or phone number is syntactically validated and operationally verified in accordance with paragraph 4.
(2) If, at the time of registration, the registrant has a point of contact, or at a later stage establishes a point of contact to manage the domain name, the registration of a domain name, the registration of a point of contact or the change of the contact details of an existing point of contact, a syntactic validation and operational verification in accordance with paragraph 4 shall be carried out for the contact email address or the telephone number of the point of contact in the event  that they are different from the registrant's contact email address or phone number.
(3) The syntactic validation and operational verification pursuant to paragraph 1 shall also be carried out if:
1) a domain name is transferred to another registrant;
2) the TLD name registries or the entity providing domain name registration services receives a written reasonable suspicion that a domain name is being used for DNS misuse, or
3) The TLD name registries or the entity providing domain name registration services receives a written reasonable suspicion that contact information for a domain name is incorrect.
(4) The syntactic validation and operational verification shall include at least one of the following
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1) that the email address is formatted in accordance with RFC5322 (or later standards, which replaces it) and is operationally verified, or
2) that the telephone number is formatted in accordance with ITU-T E 164's recommendations for international telephone numbers, and has been operationally verified.
(5) Where a registrant registers or has registered multiple domain names with the same entity, it shall be sufficient to perform the syntactic validation and operational verification of the registrant's contact email address or telephone number in accordance with paragraph 1 for one of the registrant's domain names.
[bookmark: Verifikationsprocedurer_af_registrantens]Verification procedures of the registrant's name
[bookmark: §_4]§ 4. Without prejudice to paragraphs 2 and 6, when registering a domain name, when registering a domain name, the TLD name registries and entities providing domain name registration services shall, to the extent possible, use electronic identification to verify a registrant's name.
(2) Where a TLD name registries and an entity providing domain name registration services do not have the ability to use electronic identification to verify a registrant's name, a risk-based approach is used instead. The risk-based approach must take into account best practices in this area.
(3) The risk-based approach is applied to the registration of a domain name and to each renewal of an existing domain name.
(4) Where the risk-based approach shows that a registration poses a medium or high risk of being used for malicious purposes, the TLD name registries and the entity providing domain name registration services shall carry out an identity verification of the registrant.
(5) Verification of a registrant's name pursuant to paragraphs 1 or 2 shall also be carried out if:
1) a domain name is transferred to another registrant;
2) the TLD name registries or the entity providing domain name registration services receives a written reasonable suspicion that a domain name is being used for DNS misuse, or
3) The TLD name registries or the entity providing domain name registration services receives a written reasonable suspicion that contact information for a domain name is incorrect.
(6). Where a registrant registers or has registered multiple domain names with the same entity, it shall be sufficient to use electronic identification to verify the registrant's name in accordance with paragraph 1 for one of the registrant's domain names or to use the risk-based approach to verify the registrant's name in accordance with paragraph 2 for one of the registrant's domain names.
[bookmark: Manglende_validering_eller_verifikation_]Failure to validate or verify domain name registration data
[bookmark: §_5]§ 5. If the contact email address or telephone number of the registrant of a domain name or any contact point cannot be validated syntactically and verified operationally in accordance with Section 3(1) and (2), or if the name of the registrant cannot be verified, in accordance with Section 4(1) and (2), the domain name may only be made active when the validation and verification of the contact email address or telephone number and the verification of the name of the registrant have been satisfactorily completed.  However, see subsection (2).
(2) In cases where it is not technically possible to carry out validation and verification in accordance with the provisions of sections 3 and 4 before the domain name is made active, satisfactory validation and verification of the contact email address or telephone number as well as verification of the name of the registrant must take place no later than 72 hours after the domain name has been made active. If satisfactory validation and verification do not take place within 72 hours, the domain name must be suspended or deleted without undue delay.
(3) In situations covered by section 3(3), section 4(5) or renewals pursuant to section 4(3), the domain name must be suspended or deleted within 30 days if validation and verification cannot take place beforehand on the basis of updated information from the registrant.

[bookmark: Anmodninger_om_adgang_til_domænenavnsreg]Requests for access to domain name registration data
[bookmark: §_6]§ 6. TLD name registries and entities providing domain name registration services shall, on the basis of a lawful and duly justified request by a legitimate access seeker, provide access to the requested specific domain name registration data without undue delay and in any event within 72 hours.
(2) For other access seekers, the TLD name registries and entities providing domain name registration services shall, on the basis of a duly reasoned request for access to specific unpublished domain name registration data, within 72 hours of receipt of the request, disclose whether access is granted to the domain name registration data to which the request relates.
(3) If a request pursuant to paragraph 2 is not granted, in whole or in part, the TLD name registries or entities providing domain name registration services shall provide a reason for this.
[bookmark: Påbud]Injunction
[bookmark: §_7]§ 7. Injunctions may be issued to TLD name registries and entities providing domain name registration services in order to ensure compliance with sections 3-6.
[bookmark: Straffebestemmelser]Penal provisions
[bookmark: §_8]§ 8. A fine shall be imposed on a person who:
1) violates section 3(1)-(4), section 4(1)-(5), section 5 or section 6, or
2) fails to comply with orders pursuant to section 7.
(2) Criminal liability may be imposed on companies, etc. (legal persons) in accordance with the rules in Chapter 5 of the Danish Criminal Code.
[bookmark: Ikrafttrædelse]Entry into force

[bookmark: §_9]§ 9. The executive order will enter into force on 1 January 2026.

Ministry of Digital Affairs, 4. June 2025
Caroline Stage Olsen
/ Tanja Franck










1)  The Executive Order implements parts of Directive (EU) 2022/2555 of the European Parliament and of the Council of 14 December 2022 concerning measures for a high common level of cybersecurity across the Union, amending Regulation (EU) No 910/2014 and Directive (EU) 2018/1972 and repealing Directive (EU) 2016/1148 (NIS 2 Directive), Official Journal 2022, No L 333, page 80.
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